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Question: 1

Which of the following protocols assigns IP addresses to devices?

A. IPX
B. DHCP
C. DNS
D. TCP

Answer: B

Question: 2

Which of the following wireless standards transmits ONLY at 5Ghz and with speeds up to 54Mbps?

A. 802.11a
B. 802.11b
C. 802.11g
D. 802.11n

Answer: A

Question: 3

Which of the following should a technician take into consideration when trying to achieve the
MAXIMUM coverage when installing wireless access points?

A. Encryption
B. Placement
C. SSID broadcast
D. Cost

Answer: B

Question: 4

A user reports that every time someone uses the microwave in the employee kitchen they lose
wireless network connectivity. Which of the following is a reason for the loss of connectivity?

A. Interference
B. Incorrect power
C. Incorrect configuration
D. Cabling issue
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Answer: A

Question: 5

Which of the following attacks occurs when an outsider calls the help desk pretending to be the Chief
Executive Officer (CEO) who cannot remember their login credentials?

A. Whaling
B. Phishing
C. Social engineering
D. Malware

Answer: C

Question: 6

Which of the following is the BEST security control to restrict access to certain locations?

A. Employee badges
B. Biometric locks
C. Video surveillance
D. Sign-in logs

Answer: B

Question: 7

A user reports their computer will not turn on. Which of the following should the technician check
FIRST?

A. Memory
B. Motherboard
C. Power plug
D. CPU

Answer: C

Question: 8

Business Associate Agreements (BAAs) are rules of engagement for:

A. Cost recovery
B. Time management
C. Information use
D. Code of conduct
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Answer: C

Question: 9

Which of the following is a best practice for data disposal?

A. Overwrite the file.
B. Encrypt the file.
C. Delete the data.
D. Sanitize the data.

Answer: D

Question: 10

Which of the following is the MOST secure encryption algorithm?

A. DES
B. 3DES
C. SSL
D. AES

Answer: D
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