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Question: 1

Which connecting endpoints are evaluated against all enabled device profiling rules?

A. All hosts, each time they connect
B. Rogues devices, only when they connect for the first time
C. Known trusted devices each time they change location
D. Rogues devices, each time they connect

Answer: D

Explanation:
FortiNAC process to classify rogue devices and create an organized inventory of known trusted
registered devices.

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9529d49c-
892c-11e9-81a4-00505692583a/FortiNAC_Device_Profiler_Configuration.pdf

Question: 2

Which agent is used only as part of a login script?

A. Mobile
B. Passive
C. Persistent
D. Dissolvable

Answer: B

Explanation:
If the logon script runs the logon application in persistent mode, configure your Active Directory
server not to run scripts synchronously.

Reference:
https://www.websense.com/content/support/library/deployctr/v76/init_setup_creating_and_runni
ng_logon_agent_script_deployment_tasks.aspx
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What agent is required in order to detect an added USB drive?

A. Persistent
B. Dissolvable
C. Mobile
D. Passive

Answer: A

Explanation:
Expand the Persistent Agent folder. Select USB Detection from the tree.

Reference: https://docs.fortinet.com/document/fortinac/8.5.2/administration-guide/814147/usb-
detection

Question: 4

What would occur if both an unknown (rogue) device and a known (trusted) device simultaneously
appeared on a port that is a member of the Forced Registration port group?

A. The port would be provisioned for the normal state host, and both hosts would have access to that
VLAN.
B. The port would not be managed, and an event would be generated.
C. The port would be provisioned to the registration network, and both hosts would be isolated.
D. The port would be administratively shut down.

Answer: C

Question: 5

Which two agents can validate endpoint compliance transparently to the end user? (Choose two.)

A. Passive
B. Dissolvable
C. Mobile
D. Persistent

Answer: CD

Explanation:
Mobile agents use the network transparently.

Reference:
https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/377110/persistent-agent-
certificate-validation
https://docs.fortinet.com/document/fortinac/8.3.0/administration-guide/377110/persistent-agent-
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